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DATA PROTECTION ISSUES RELATED TO INTELLECTUAL PROPERTY RIGHTS

PUBLIC CONSULTATION ON AN ARTICLE 29 WORKING PARTY WORKING DOCUMENT 


GESAC POSITION
On 18 January 2005, the Working Party set up under Article 29 of Data Protection Directive 95/46/EC adopted a working document on data protection issues related to intellectual property rights. 

The group launched a consultation to canvass the views of interested parties on the working document. The position of GESAC
, a European grouping representing 34 authors’ societies in the European Union, Norway and Switzerland, is reflected below.

- 
Preliminary considerations: 

•
The entirely reasonable concerns about the protection of personal data must be seen in the context of the growth in large-scale copyright infringement over the Internet, which is vastly more damaging to rightholders even than the losses caused by physical piracy.

Rightholders therefore have a legitimate interest in seeing technological and legal means introduced by which to effectively combat copyright violation, and in this respect it seems wholly reasonable that the arrangements made to protect personal data should not be such as to make it wholly impossible to combat copyright violations.

However, the working document put out to consultation takes a quite restrictive approach that could undermine the effectiveness of that fight, in particular for conducting investigations into infringements.

•
Current Community copyright law takes due account of personal data protection legislation. The Directive on the enforcement of intellectual property rights is a case in point (e.g., article 9 on the right to information). 

•
Some copyright infringements are criminal offences, and article 13 of the Data Protection Directive authorises the Member States to restrict the scope of certain rights and obligations when necessary to the prevention, investigation, detection and prosecution of such infringements.

Criminal proceedings are extremely cumbersome, however, and civil proceedings are often the better option for both rightholders and offending users alike. But a strict interpretation of data protection legislation would significantly interfere with such proceedings being brought, and hence prevent intellectual property rights from being effectively enforced.

•
Authors’ societies, and collective rights management societies (CMS) generally, hold a considerable volume of information on works and rightholders. Indeed, record-keeping is an essential function of CMS. The number of works in existence and the similarity of titles make it absolutely essential for a creator entitled to remuneration that the detailed information about his works should be accurate, and that CMS do their specific job of ensuring that such information is accurate.

Authors’ societies have to deal with massive volumes of information. So, in the music sector, for example, there are:

- 
over 20 million works worldwide;

- 
more than 50,000 members added each year;

- 
more than one million new works recorded each year.

CMS have to constantly update this information in their databases, because the information changes over time with the place and field of exploitation. They develop standards and new technological aids to improve their performance of this aspect of their job.

GESAC must make it clear in this connection that (a) management societies take the utmost care to comply with personal data protection legislation, and (b) these societies are opposed to disclosing personal data held in the databases that they keep save insofar as may be desirable for the efficient management of the rights they administer.

- 
The implementation of digital rights management systems (DRMs): 

•
The Article 29 Working Party document makes the point that users often have to identify themselves before being able to download a song from an official site, that their personal data are also sometimes used for marketing purposes, and that the principles of necessity, anonymity, transparency, compatibility and limited storage of personal data must apply in all cases.

•
Authors’ societies want technological protection measures to be adopted by platforms that make works available to the public over the Internet to ensure their compliance with the licences issued to them by societies, and full accountability (works used, type of use, etc). It is therefore for copyright exploiters to take up reliable technological solutions that ensure a real level of security in preventing any unauthorised use of works.
•
But this does not make authors’ societies responsible for putting these DRMs in place, and by the same token, they are not responsible, amongst other things, for the profiling of advertisements and marketing to which the working document refers. Nor have they any interest in using tracing to monitor users’ preferences. 

•
Authors’ societies are involved in international work on the adoption of standards for identifying works, which are a prerequisite for putting effective DRMs in place. These technological protection measures are legally protected by international treaties, but they are not locked into any identification of the user of works or its different users, and so cannot be said to be at odds with data protection legislation.

•
Furthermore, while wholly supporting the principle that individuals should be able to access and carry out transactions over the Internet anonymously, GESAC must point out that:

•
Preliminary control of a user’s identity mainly makes it possible to verify that the user has legal access to the work requested (e.g., under a subscription scheme) and is abiding by the terms of his contract with his service provider. But tracing, which is an important aspect of the detection of infringements of all kinds, would be impossible if identifiers had to be applied after the event, as the Article 29 Working Party document seems to suggest.

•
DRMs afford great flexibility in the use of works (listening to samples, streaming, downloading, etc); this flexibility obviously brings a real net benefit to consumers, which makes it reasonable to require a more precise control of uses.

•
Putting in place DRMs that make it possible to identify a user who is the source of an intellectual property infringement should not be prohibited, as this will make the fight against piracy much more difficult.

•
The contract between the service provider and users must obviously specify how the personal data can be stored and used; the user’s signature to the contract will evidence his acceptance. Also, the putting in place of DRMs that are capable of identifying users must be done in compliance with certain conditions that protect personal data (prior information, reliability and legality – e.g., certification of the systems used -, declaration to national personal data protection authorities, etc).

- 
Investigations conducted against users suspected of copyright infringements: 

•
The Article 29 Working Party document makes the point that tools are available on the Internet to find  information on individuals uploading or downloading protected content; that IP addresses are collected for this purpose and combined with data held by ISPs; that rightholders directly request this information from ISPs in order to send cease and desist  letters to users, or request the collaboration of ISPs so that they  themselves send such letters to  their customers; that rightholders also sometimes try to use private or public databases (like “Whois”) to take legal action against pirate users; and that, again, the roles of ISPs (who have no systematic obligation of surveillance) and the law enforcement authorities must be made compatible with the concern for data protection.

•
GESAC wishes to point out that while it is true that article 15 of the “eCommerce” Directive does not impose a general obligation of surveillance on Internet service providers, that does not release them from the duty of answering specific requests in specific cases, under the conditions fixed by law.

•
It must also be pointed out that, under the “eCommerce” Directive in particular, ISPs have an obligation to identify themselves; and it is only where they fail to do so, or do not do so properly, that rightholders turn to other sources like “Whois”.

•
It is perfectly possible to set up a properly regulated system to fight copyright infringement via P2P networks that respects a balance between rightholders’ interests and the protection of personal data.

In France, for example, legislation passed in August 2004 allows collective management societies in particular to process the IP addresses of Internet users that are infringing intellectual property laws. This new Act has been endorsed by the Constitutional Council, which says that it addresses “the public interest aim inherent in the safeguarding of intellectual property and cultural creation”, that the data collected “can be used to identify individuals only in connection with legal proceedings and by cross-checking against information that cannot be stored for more than one year”, and the processing operations concerned are “subject to the prior authorisation of the CNIL (national data protection commission)”.

The authors’ societies SACEM and SDRM, which are members of GESAC, are working with recording labels to set up a system under this Act by which to identify the IP addresses of Internet users that are unlawfully making works available to the public for downloading over P2P networks. 

This system is subject to CNIL authorisation and control; once the IP address has been identified, either a cease and desist warning is sent to the Internet user via the access provider, or civil proceedings are brought for an injunction against the ISP to block access, or a complaint may be laid resulting in a prosecution; in any event, the IP addresses do not enable the rightholders to identify the Internet users directly.

In other words, contrary to what is implied by the working document, establishing a properly legally-regulated systematic search for infringements committed over the Internet appears wholly reasonable, proportionate to the issues involved in digital piracy, and ensures balanced protection of intellectual property and personal data.


***
� GESAC is a European grouping comprising 34 of the largest authors’ societies in the European Union, Norway and Switzerland. As such, it represents more than 500 000 authors and copyright holders in the music, graphic and plastic arts, literary and dramatic fields, as well as the audiovisual sector and music publishers.
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